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Abstract. The purpose of the study is to describe and 
present the process of accessing information resources 
in a secure military computer network as generalized 
net model. A simulation of the model was carried out 
using specialized software for working with 
generalized nets - GN IDE, and the most important 
results are visualized in the report. 
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I.INTRODUCTION 
Any secured military computer network that store and 

process secured information or provide access to secured 
services requires incensement of security measures. [5], 
[8], [14]. 

The access control to the network and provided 
resources is carried out in accordance with the regulatory 
documents and modern technologies. [9], [10], [11], [13]. 

II.MATERIALS AND METHODS 
One approach to provide secured and reliable access 

to a secured military computer network is the mechanism 
of personal smart card and personal access code [15]. The 
smart card has an integrated programmable verification 
chip that contains the necessary information about the 
card holder to guarantee access to the system's resources. 
The personal access code confirms the authenticity of the 
cardholder and validates access to the system  [15]. 
Access to the system is granted after reading the 
information from the smart card and entering a valid pin 
code, otherwise access is denied and the system generates 
an error message. 

When the user gets access to the system and make a 
request to the certain service provided by the system, it 
checks the user clearance, if the check is successful the 
system makes a check for access to the service performed 
on a need-to-know basis. In accordance to this principle, 

the user's access is limited  only to that information that is 
necessary for the performance of official duties or for the 
performance of a specific task [6]. If the specified checks 
are passed, the user has access to the service if it is 
available, otherwise access is denied and the system 
generates an error message. 

The generated errors are fed into the network analysis 
and monitoring module, where an analysis of the errors 
and possible security issues in the system is performed. 

One of the possible approaches for describing the 
process is the generalized netus created by K. Atanasov 
[1], [2], [3], they allow a detailed description of the 
individual steps and creation of an interaction model. 

The usage of intuitionistic fuzzy sets in the process 
description allows a detailed evaluation of possible 
failures of the system access control.  

Five transitions are used in the present work to 
represent the process of accessing services in a secure 
military computer network. 

The scheme of the process represented by a 
generalized net is shown in Fig1. 
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Fig.1 Generalized net model 
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Tokens into the net: 
- α - users; 
- β – smart cards data base; 
- γ – PIN codes data base; 
- δ – list of services; 
- ε – clearances data base; 
- ϵ – need to know data base. 
 

Generalized net is presented by a set of transitions Е 
= {Z1, Z2, Z3, Z4, Z5}, where transitions describe the 
following processes: 

 
Z1 – User authorization 

 Z2 – Service request / network resource/ 
 Z3 – Services access level  
 Z4 – Services access confirmation 

Z5 – Errors evaluation and analysis 
 

Transition Z1 - User authorization 
 
Z1 = {𝑙𝑙1, 𝑙𝑙5, 𝑙𝑙6}, {𝑙𝑙2, 𝑙𝑙3, 𝑙𝑙4, 𝑙𝑙5, 𝑙𝑙6}, 𝑟𝑟1,⋁(𝑙𝑙1, 𝑙𝑙5, 𝑙𝑙6), where: 
 l1 – user 

l2 – authorized user 
l3 – exit 
l4 – authorization failed 
l5 – pin codes data base 
l6 – smart cards data base 
 

𝑟𝑟1 = 

 𝑙𝑙2 𝑙𝑙3 𝑙𝑙4 𝑙𝑙5 𝑙𝑙6 
𝑙𝑙1 F F F F Т 
𝑙𝑙5 𝑊𝑊5,2 𝑊𝑊5,3 𝑊𝑊5,4 T F 
𝑙𝑙6 F 𝑊𝑊6,3 𝑊𝑊6,4 𝑊𝑊6,5 T 

 
T (true) – possible transition, F (false) – no possible 

transition 
W5,2  − authorized user 
W5,3 – the pin code is not valid 
W5,4 – pin code validation failed 
W6,3 – the smart card is not valid 
W6,4 – smart card validation failed 
W6,5 – the smart card is valid 

All user credential checks are performed in this 
transition - Z1 . At position l6 the system checks smart 
card validity, if it is valid, the system checks pin code at 
l5. If the smart card or pin code are not valid the tokens 
go to exit, position l3. If both checks are valid tokens go 
to position l2. 

 
Transition Z2  – Service request 
Z2 = {𝑙𝑙2, 𝑙𝑙8}, {𝑙𝑙7, 𝑙𝑙8}, 𝑟𝑟2,⋀(𝑙𝑙2, 𝑙𝑙8) 

l7 – authorized user 
l8 – services provided by the system 
 

𝑟𝑟2 = 
 𝑙𝑙7 𝑙𝑙8 
𝑙𝑙2 F Т 
𝑙𝑙8 т F 

 
Transition Z3 - Services access level  
 
Z3 = {𝑙𝑙7, 𝑙𝑙12, 𝑙𝑙13}, {𝑙𝑙9, 𝑙𝑙10, 𝑙𝑙11, 𝑙𝑙12, 𝑙𝑙13}, 𝑟𝑟3,⋁(𝑙𝑙7, 𝑙𝑙12, 𝑙𝑙13) 

l9 – authorized user  
l10 – exit 

l11 – validation failed  
l12 – „need to know” data base 
l13 – clearances data base 

 

𝑟𝑟3 = 

 𝑙𝑙9 𝑙𝑙10 𝑙𝑙11 𝑙𝑙12 𝑙𝑙13 
𝑙𝑙7 F F F F Т 
𝑙𝑙12 𝑊𝑊12,9 𝑊𝑊12,10 𝑊𝑊12,11 T F 
𝑙𝑙13 F 𝑊𝑊13,10 𝑊𝑊13,11 𝑊𝑊13,12 T 

 
W12,9 – authorized user with services access 
W12,10 – the user has no access to the requested service 
W13,10 – the user has no valid clearance  
W13,11 – error occurred   
W13,12 – valid clearance  

At this transition (Z3) are performed users service 
access level checks. At position l13 the system checks 
user clearance, if it is valid and at the same level as 
required service, the system checks users request 
according „need to know” principle at l12. If the clearance 
or „need to know” parameters are not the same tokens go 
to exit, position l10. If both checks are valid tokens go to 
position l9. 

 
Transition Z4 - Services access confirmation  

Z4 = {𝑙𝑙9, 𝑙𝑙16}, {𝑙𝑙14, 𝑙𝑙15, 𝑙𝑙16}, 𝑟𝑟4,⋁(𝑙𝑙9, 𝑙𝑙16) 
l14 – exit/service provided 
l15 – requested service is not available 
l16 – available services  
 

𝑟𝑟4 = 
 𝑙𝑙14 𝑙𝑙15 𝑙𝑙16 
𝑙𝑙9 F F Т 
𝑙𝑙16 𝑊𝑊16,14 𝑊𝑊16,15 F 

 
Transition Z5 - Errors evaluation and analysis 

 
Z5 = {𝑙𝑙4, 𝑙𝑙11, 𝑙𝑙15, 𝑙𝑙17}, {𝑙𝑙17}, 𝑟𝑟5,⋁(𝑙𝑙4, 𝑙𝑙11, 𝑙𝑙15, 𝑙𝑙17) 
l17 – errors evaluation and analysis 

 
 
 
 
 
 

 
In transition Z5 – Evaluation and analysis of errors, an 

evaluation of possible errors during system operation is 
carried out. Initially, in the absence of information 
coming from any of the transition input positions 
l4,l11,l15,l17, the values are <0,0>> 
When k≥0 then (k+1) grade is based on previous grades 
according to: 

< 𝜇𝜇k+1, 𝜈𝜈k+1 > =
𝜇𝜇𝑘𝑘 + 𝜇𝜇
𝑘𝑘 + 1

,
𝜈𝜈𝑘𝑘 + 𝜈𝜈
𝑘𝑘 + 1

   
When k≥0, grade is calculated based on the previous 

grades, where <μk,νk> is the previous grade and <μ,ν> is 
the latest grade. 

 

III.RESULTS AND DISCUSSION 
Model simulation and results 

The simulation of the proposed model was performed 
with the GN IDE (Generalized Nets Development 

𝑟𝑟5 = 

 𝑙𝑙17 
𝑙𝑙4 T 
𝑙𝑙11 T 
𝑙𝑙15 T 
𝑙𝑙17 T 
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Environment) [4],[7],[12]. The software allows graphical 
representation of the model and track the model 
operation, as well as possible errors that occur. In the 
presented model, it is assumed that on every tenth step 
starts a new simulation cycle. 

The rules for performing the simulation are set in the 
program code, with a 90% probability of passing the set 
checks, 7% of failed attempts and a 3% probability of 
errors. 

Fig.2 represents the initial state of the simulation, l1 is 
in the initial position before entering and activating 
transition Z1. 

 

 
Fig.2. Initial state 

 
Fig. 3 shows the final state of the simulation, where 

the characteristics of tokens that has successfully passed 
all set checks. 

 

 
Fig.3. Final state 

 
Possible errors that occur during the simulation. 
Performing a simulation of the proposed generalized 

net model with the GN IDE software requires N number 
of runs and passes through the model to generate 
different results. Тwo types of errors are possible in 
presented model, known type and unknown type. Known 
type errors for example are invalid smart card, wrong pin 
code, unavailable service user does not have valid 
clearance. Errors of a known type generate an error 
message and go to exit place. For errors of unknown 
type, tokens go to the error analysis block. 

Fig. 4 shows an error where the user does not have 
access to the requested service according to the "need to 
know" principle. 
 

 
 

Fig.4. The user does not have access according to the 
"need to know" principle. 

 
Fig. 5 shows an error where there is a pin code problem. 
 

 
Fig.5. Pin code error 

 

V.CONCLUSION: 
At this article is presented generalized net model 

describing the access control military computer network. 
Ensuring secure and reliable access control is a priority 
task to prevent unregulated access to information and 
services provided by the network.  

The model can be used independently or like a 
component of other generalized model with additional 
security parameters. This model can help examination, 
analyze and optimization of access control to secured 
military network. 
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