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Abstract. This research focuses on the development of a
Conceptual Model of an automated system for processing
information from open sources and detecting information
deviations. The purpose of the model is to provide a
framework within which to develop and implement
technologies and methods that will enable the system to
effectively collect, process, and analyze information from a
variety of sources.

The automated system concept is intended to improve the
efficiency and accuracy of intelligence work by using
automated methods and algorithms to analyze large volumes
of data and information. To achieve this goal, the components
and functions of the system will be discussed, as well as the
ways in which they interact.

The model proposes an integrated approach combining
different technologies and methods to achieve efficient
information processing and detection of deviations. The
proposed system has the potential to be applied not only in
the security sector, but also in various fields such as business,
finance, medicine, and others where information from open
sources is essential for decision making.
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. INTRODUCTION

It is definitively clear that in today’s world, where
information plays an ever-increasing role, intelligence
faces significant challenges in the collection, processing
and analysis of information gathered from open sources.

Advances in modern open source intelligence, data
mining, machine learning, digital forensics, and most
importantly, the increasing computing power available for
commercial use, are enabling OSINT practitioners to
significantly accelerate and even completely automate
intelligence collection and analysis.

As the information space expands, the OSINT toolset is
constantly changing and improving. This statement is not
at all surprising given that open source information has
continually increasing volume. To meet this challenge,
more and more effective techniques are being developed
and introduced which, together with the development of
artificial intelligence  systems, make productivity
inextricably linked to the quality of the technical tools used
by analysts.

Undoubtedly, conventional methods of collecting and
processing information are becoming increasingly
inefficient and unable to respond to the rapidly changing
environment. For this reason, the implementation of
automated systems to deal with the collection, processing
and analysis of information from open sources is becoming
more and more necessary.[2-6]

Based on advanced algorithms and operating models,
such systems can process and analyse large volumes of data
and information faster and more efficiently, assisting the
human factor. Moreover, they make detecting information
deviations, filtering relevant information and extracting
more accurate and up-to-date data an instantaneous
process. These types of systems have the potential to
change the way security services operate and support their
activities many times over. [7-8]

Not only in the field of intelligence, but also for the
implementation of various activities that characterise the
current social reality, time is of the essence and constant
monitoring and timely response in decision-making are
vital. [9-12] With the increased levels of network
connectivity and constant interaction that underpin the
modern information society, monitoring, collecting and
analysing data and information from different sources
becomes an almost impossible mission without the
capabilities of information technology to support these
processes. [13-16]
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A major challenge in the processing and analysis of
open sources becomes the ability to convert into relevant
information large volumes of data, which in most cases are
unstructured, unorganized, come from questionable
sources, in different forms and from different channels of
information. The development and implementation of
specific methods and tools to create, validate and improve
databases tailored to intelligence needs becomes a high
priority.

1. MATERIALS AND METHODS

In this regard, the proposed conceptual model is based
on the well-known JDL-model. For this reason, its
architecture is rather functional and aims at the operational
provision of a segment “necessary operational capabilities”
[1] of the central key organizational competences of the
state power, directly concerning the structures of the
national security system, among whose main activities is
the information analysis.

As a methodology of development, the Conceptual
Model is constructed of distinct modules according to the
specificity of information analysis activities, which
partially overlap with the methodology of other methods of
structured analysis.

All the components and sub-processes of the structural
and functional scheme of the model are appropriately
integrated into a common system for generating new
information, as well as for simulation modelling, research
and training.

The model aims to represent the totality of all
components and subsystems and their interaction in the
implementation of analytical methods on information from
open sources as a basis for the development of an
information processing system. Reducing the involvement
of the human factor in the processing processes will reduce
subjectivity and increase objectivity in the results obtained
as a consequence of the automated system.

Based on what has been presented so far, a possible
implementation of an algorithm for the operation of the
automated system proposed by the Conceptual Model for
processing information from detected sources and for
detecting information deviations generally includes the
following steps:

1. Collecting a training data set

The system collects a training data set that includes
information from open sources classified as “normal” or
“deviating”. This data set is used to train a Bayes classifier.

2. Building a Bayes model

The system builds a Bayes model based on the training
data set. This model is used to determine the probabilities
of occurrence of various features or attributes in the normal
and outlier data.

3. Classification of new data

After successful training of the Bayes model, the
system can classify new data from open sources. This is
done by calculating the probabilities of occurrence of
various features or attributes in the new data and using the
Bayes model to determine the classification of this data as
“normal” or “deviating”.

4. Detection of information deviations
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The system uses the classification results of the new
data to detect informational deviations. If the new data is
classified as “deviating”, the system may generate a
warning or take other actions to signal the presence of a
deviation.

The presented methodology and tools of the research
allowed to present the Conceptual Model of an automated
system for processing information from open sources and
detecting information deviations with the following
functional characteristic:

RESULTS AND DISCUSSION

The “entrance” of the information processing system
with “dashed circles” in green color represents the
movement of information from the information
environment to the system. These circles present an array
of information representing the interrelationships between
events and facts occurring in the objectively existing
environment and the occurrence of a problem in the
organizational structure, for the purpose of which a solution
needs to be found following the application of the Content
Analysis method. The graphic shows the process (flow) of
information from the objectively existing environment to
the information processing and analysis system (Fig. 1).

R

PROBLEM

Fig. 1. Entrance

In Module 1 “Areas of Application”, the interplay and
intertwining of the different areas of human activity that
carry out information and analytical work is presented
through an iridescent coloured sphere. Thus, the role of the
Content Analysis method and the possibilities of its
automation in the study of individual processes and events
in the fields of national security, politics, media, and
medicine are shown. Since Content Analysis is a widely
applicable method, the possibility of applying it in other
areas of science and human activity is also shown (Fig. 2).

"

Fig. 2. Areas of Application

AREAS OF APPLICATION

Component 2 “Expert” is a core component of the
Conceptual Model. Considering the role of the expert in the
model, it has basic control functions, which consist not only
in controlling and monitoring the operation of the
automated system, but also to monitor the flow of
information processing in the individual stages. The
expert's knowledge and experience play an important role
in deciding how to deal with the information received and,
in particular, whether to run the automated information



Environment. Technology. Resources. Rezekne, Latvia

Proceedings of the 15" International Scientific and Practical Conference. Volume 1V, 305-311

system and whether it is suitable for processing the
information in question.

A open sources monitoring system is presented in
Module 2 by means of a “colour sphere” (Fig. 3). It is a set
of technical means (so-called ‘“sensors”) by which
information is gathered from a self-updating database
containing detected information sources. Through them, it
provides sensitivity (sense, sensibility) to the movement of
the detected sources, and in interaction with them it
converts its response into signals, which are coded
messages about quantitative or qualitative characteristics of
the state of these sources. Its essential characteristic
contains a set of specific technical means, representing
sensors and sources of information, which provide
objective information with respect to the objectively
existing environment.

(=)

OPEN SOURCES MONITORING SENSORS

Fig. 3. Open sources monitoring sensors

The main task of the sensor system is to monitor the
detected sources of information, thus collecting and
summarizing the readings of the different sensors (the
types of detected sources) in order to obtain an overall
picture of the environment that meets the requirements of
completeness, reliability, accuracy, reliability and
objectivity.

Module 3 (Fig. 4) presents the integrated databases in
the automated information processing system.

INTERNAL DATABASE

EXTERNAL DATABASE

VERIFIED DATABASE

“BLACK LIST” DATABASE

Fig. 4. Database

Databases are essential for the final evaluation and
verification of information. In its autonomy and after
comparison with the original, basic information, the
automated system stores the generated information that
does not meet the criteria of information reliability and
source reliability in a “black list” database. Thus, the
system will subsequently match the collected information
with the existing information in the database and not use
it.

The guiding task here is the overall monitoring and
maintenance of the currency of the sources reviewed and
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the data used, which should ensure informed decision
making at the expert end of the chain.

Subsystem 1 “Defining Analysis Sources” presents the
first stage of the application of the Content Analysis
method in the automated system, where the selection of the
main information sources to be fed into the automated
system is performed. This stage of the information analysis
is an important part of the overall information analysis
process that is the Content Analysis method. The
definition of the basic text (data) that the system will
process also determines the quality of the results obtained
at the end. Both in this stage and in each subsequent stage,
the expertise and knowledge of the expert is paramount in
controlling the overall system and its effectiveness (Fig.
5).

DEFINING ANALYSIS SOURCES

TEeRRE

Fig. 5. Defining analysis Sources

Subsystem 2 of the Conceptual Model presents Stage
2, which shows the process of selecting information from
the common set of open sources of information. The
presented graphic (Fig. 6) shows the process of reviewing
and selecting specific information in the system relevant
to the problem at hand. In this way, the sources of
information that are not suitable for the purpose of the
study are eliminated, and only those that meet the content
constraints set in the system for the most relevant data are
extracted.

2 INFORMATION SELECTION
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Fig. 6. Information Selection

Subsystem 3 also presents the next stage of automated
Content Analysis, which shows the process of identifying
the units for analysis. As can be seen in Fig. 7, these units
can be words, paragraphs, sentences, symbols or specific
topics. By defining predefined criteria for the selection of
the units of analysis by the expert, only the information
that meets the demand and is suitable for further
processing is extracted. Those units that are not large
enough to have any semantic value or are too long are
dropped from the system, resulting in ambiguities that can
cause the system to fail or lock up. An important point at
this stage in the search for qualitative entities is that they
must be easy to identify and must be contained in a large
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enough volume of information so that identification can
take place.
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IDENTIFICATION OF ANALYSIS UNITS
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Fig. 7. Identification of Analysis Units
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Subsystem 4 of the presented Conceptual Model
includes an overview and distribution of the units of
analysis. This stage also largely determines the
effectiveness of the system as certain units may match in
meaning or have a specific character. In this case, the
system, processing the accumulated units of analysis from
the previous stage, determines the frequency of mention of
the selected units, discarding a surplus of them that do not
meet the set parameters and criteria. At the end, only the
information that has a match in meaning, content or
frequency of occurrence in a given text is extracted (Fig.

8).
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Fig. 8. Overview and Distribution of Analysis Units

The fifth stage, which is Subsystem 5 of the
Conceptual Model structure, presents the direct counting
of the results obtained from the previous stage in terms of
the frequency of mention of units of analysis. Tables,
computer programs and statistical calculations are most
often used to successfully implement this stage of the
analysis. The system tabulates the results obtained for each
of the units of analysis (A; {; ABC; @) and performs an
automatic reclassification by group of the number of these
units (Fig. 9).
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Fig. 9. Classification of Information by Groups

Subsystem 6 (Fig. 10) is also the sixth and final stage
of the system operation, but not the last component of the
presented Conceptual Model. Upon completion of the
information assurance and analytical portions of the
system operation, the resulting information product passes
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through the presented filter for validation and recycling,
which stands before the final output point of the overall
Conceptual Model.

The purpose of the filter in the system is to scan and
detect any information anomalies in the resulting
information product. For this reason, the filter has sensors
to identify content errors.

o YN

Fig. 10. Information Deviation Detection

and Recycling Filter
The main criterion of the filter operation is based on
the principle of authenticity (A = authencity) of the
information and reliability (R = reliability) of the source,
borrowing for this purpose the functionality and principle
of operation of the sensors for monitoring and detection of
deviations.

In order to illustrate the filter operation mode, first of
all, the information flow (iF) and its possible trajectory
change under Average Deviation (Da) and Absolute
Deviation (DA) are presented in Fig. 11.

Fig. 11. Graphic Showing Deviations of the Information Flow —
example

The information flow will remain on the rights then,
when the structural or functional characteristics of the
information flowing in it are not influenced by external or
internal factors.

Then:
iIF=f+s

In the case of mean information drift on the
information flow, a partial manipulation has been exerted
on the structural (s) or functional (f) characteristics of the
information flow, as a consequence of which it will change
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its trajectory. Examples of such manipulations are
misinformation, propaganda, fake news, deception or
online threats.

Then:
Da=A(f-s)-R(f+5)
Or
Da=-A(f-s)+R(f-5)
Da=A(f+s)+R(f-5)

Absolute deviation will be reported by the filter when
the information does not meet the criterion in either the
credibility or reliability part.

Then:
DA=-A(f-s)-R(f-59)

In the latter case, the information will be transferred to
the database for recycling and storage. In this way, the
automated system will use the accumulated information
resource that does not meet the given criterion, using it to
build a database with low credibility and reliability, which
the system will then collate and not use. After the recycling
mode, information that partially meets the criteria will be
transferred for re-verification and final validation.

Information Validation (iV) will be executed by the
system when the validity of the information and the
reliability of the source have been confirmed and no
structural or functional changes to the information flow
have been identified:

iV=A(f+s)+R (f+5)

Recycling in the filter is the process of storing the
information in the databases. In the case where the
information does not meet the specified filter performance
criterion, it will be stored in the blacklist database. In this
way, by learning itself, the system will continuously add
to this "list" and will not output the same content again.

Similarly, in the second case, the information that has
gone through the non-verification process and comes out
in the output as text will be stored in the verified database,
which will be an additional guarantee of the quality of the
source and will increase the value of the databases.

The seventh stage of the presented Conceptual Model
consists in performing an expert interpretation of the
results obtained due to the operation of the automated
system for processing information from open sources and
detecting information deviations.

In this stage, those characteristics of the generated
result are identified and evaluated that allow general
conclusions to be drawn, such as what is the meaning of
the information obtained, whether its content is sufficient
to draw conclusions and recommendations, whether the
main problem has been solved or whether the causal
relationships in it have only been partially inferred. It is no
coincidence that the expert as a human factor in the
automated system is at the centre of the triangle presented
in Fig. 12.

His experience and knowledge determines the overall
workflow of the system and, in particular, how the
information will be processed so as to create opportunities
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to perform interpretation on it. This point is also strongly
tied to the element of subjectivity in information
processing and analysis. This is due to the fact that the
experience and knowledge of the expert, based on the
value system, world view, cognitive and cultural
orientation possessed by him, will break and modify to
some extent parts of the flow of information units that pass
through all stages of the system. The human factor, other
than that of the author or creator of the information in its
primary form, will affect the interpretation of the
information.

Thus, the result at the end of the proposed Conceptual
Model represents the analyst’s interpretation, containing
his experience and knowledge, combined with the results
produced by the automated system. This is also a kind of
process of generating new information and adding new
knowledge in the domain for which the automated system
is used.

As the starting point of the whole system, the
distribution/consumption of the final result obtained in the
form of a solution to the problem that arises at the input of
the presented Conceptual Model is presented. The
presented graphic shows the generated solution as new
information generated, which comes out of the output and
is transmitted to the end user (management unit,
organization, institution, area).
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L

Fig. 12. Interpretation of Information

INTERPRETATION OF INFORMATION
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=
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CONCLUSIONS

The developed Conceptual Model (Fig. 13) is suitable
for the selection of technical tools and software
applications to build a unified information architecture that:

- reduces the impact of incomplete, ambiguous and
erroneous data;

- assumes the availability of data at a higher level of
abstraction;

- identifies missing information and the need for
additional information.

The development of the Conceptual Model based on the
JDL-model and borrowing the ideas embedded in human-
machine interface methods aims to ensure that the
information content of interest will be presented in a form
that is suitable for user perception.
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The Conceptual Model aims to represent the body of
primary knowledge that has acquired a socially relevant
status and, at the same time, to represent through specific
structurally distinct relationships the knowledge and values
that define information-analytic activity and the basic
characteristics of information-processing systems.

One of the advantages and contributions of the
Conceptual Model is the clear presentation of all stages of
the system in a detailed and structured way, which could
serve as a scientific basis for the development of an actual
system.

The structural and functional characteristics of the
Conceptual Model allow to make the connection between
the different factors of influence in the implementation of
the automated system operation.

The advantages of the proposed Conceptual Model
provide:

- All significant knowledge classes that are explicitly
described.

- Context-sensitive nature of knowledge extraction
algorithms that is observable and controllable.

- Dynamic real-time information and data processing.

Maintaining a Database Management System
containing static declarative knowledge that can be
logically divided into context sensitive and context
insensitive components.

- Capabilities to introduce correlation algorithms for
multilevel, non-standard processing to produce a self-
learning algorithm of the analysis procedure.

The use of an automated system to process information
from open sources and detect information biases is
necessary in intelligence for several reasons:

1. Efficiency: the automated system allows processing
large volumes of data and information faster and more
efficiently than human operators. This allows information
acquisition and analysis to become an extremely fast
process, which is essential in operational work.

2. Precision. It can use algorithms and models that are
more accurate and reliable to detect potential threats and
deviations.

3. Objectivity. The automated system is unbiased and
objective as it is based on predefined rules and algorithms.

4. Scope. This allows for wider coverage of the
information field and detection of unexpected relationships
and patterns.

5. Security. This helps to reduce the risk of false or
malicious information spreading and provide greater
security to the collected data.

All of these factors make an automated system
necessary and valuable to intelligence in processing
information from open sources and detecting information
deviations.
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Fig. 13. Conceptual Model of an Automated System for Processing
Information from Open Sources and Detecting Information Deviations
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