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Abstract. The key acts shaping the EU data protection
legal regime — the General Data Protection Regulation
2016/679 (GDPR) and the Law Enforcement Directive
2016/680 (LED) — explicitly stipulate that they do not apply
in areas which fall outside the scope of EU law, such as
activities concerning national security (recital 16 and 14
respectively). At the same time, Bulgarian legislation gives a
very broad definition of “national security” as a dynamic
state of society and the state in which values such as the
territorial integrity, sovereignty and the constitutionally
established order of the country are protected, and where the
democratic functioning of institutions and the fundamental
rights and freedoms of citizens are guaranteed. As a result, a
variety of competent authorities contribute daily to the
protection of these values such as the leading authorities from
the legislative and executive power, the president, the law
enforcement agencies, the courts, the various regulators, etc.
A lot of the data processing activities of these authorities
conducted while exercising their powers actually do fall into
the scope of the GDPR and the LED and at the same time
serve the protection of the national security. To that end, a
strict dividing line between national security and other
activities of these bodies often cannot be drawn. The present
paper argues that the GDPR and the LED should apply to a
lot of the activities contributing to the protection of national
security which will also be an additional safeguard for the
fundamental rights and interests of the individuals and
increase the accountability of the competent authorities.
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. INTRODUCTION

The present study aims to explore the notion of national
security from the perspective of the legislation of Republic
of Bulgaria — a Member State of the EU — in the context of
personal data processing activities. The goal of this analysis

is to prove that the concept of national security is so broad
that a strict dividing line between national security and
other activities of the competent authorities and bodies
whose powers serve the protection of the national security
often cannot be drawn. Ultimately, the present paper argues
that the EU laws on data protection should actually apply
to a lot of the activities contributing to the protection of
national security which will also be an additional safeguard
for the fundamental rights and interests of the individuals
and increase the accountability of the competent
authorities.

The background of the researched problem can be
summarized as follows: the key acts shaping the EU data
protection legal landscape — the General Data Protection
Regulation 2016/679 (GDPR) [1] and the Law
Enforcement Directive 2016/680 (LED) [2] — explicitly
stipulate that they do not apply in areas which fall outside
the scope of EU law, such as activities concerning national
security (recital 16 and 14 respectively). This is also
reaffirmed by the Treaty on the European Union (TEU) [3]
which stipulates that national security remains the sole
responsibility of each Member State (Art. 4(2) of the TEU).
At the same time, EU law lacks a specific definition for
“national security”, although the Court of Justice of the EU
(CJEV) in its practice has shed some light on this concept.
In particular, in its Judgement on Joined Cases C 511/18, C
512/18 and Case C 520/18 CJEU has interpreted the cited
Art. 4(2) of the TEU, highlighting that the said
responsibility of the Member States to ensure their national
security “corresponds to the primary interest in protecting
the essential functions of the State and the fundamental
interests of society and encompasses the prevention and
punishment of activities capable of seriously destabilising
the fundamental constitutional, political, economic or
social structures of a country and, in particular, of directly
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threatening society, the population or the State itself, such
as terrorist activities” [4]. Evident from the above, what
constitutes national security and which activities fall or do
not fall therein should be defined in the national legislation
of each Member State. In any case, these activities should
meet the following cumulative criteria (i) serve the
essential state functions and the fundamental interests of
the society and (ii) prevent and sanction activities
threatening fundamental values such as constitutional,
political, economic or social structures, the society, the
population or the state itself. As the focus of the present
study is the Republic of Bulgaria, the next section is
devoted to clarifying this concept from Bulgarian legal
perspective.

Il. METHODOLOGY OF THE STUDY

The results of the present study were obtained after
applying scientific methods such as:

o Documentary method consisting  in
analyzing and synthesizing information about
the definition of national security from various
documentary sources — e.g. from the primary
and secondary EU law, from Bulgarian
national legislation and from other publicly
available (including online) sources, as well as
in the systematization and summarization of
this information.

Historical method — this method is used to
track the dynamics of the Bulgarian data
protection legislation before and after the
adoption of the GDPR and the LED and the
transposition of the latter in the national
legislation and the changes in the legal
concept of national security.

Comparative analysis — this method consists
of comparing the common and the different
between separate phenomena. In this report,
this method is necessary to prove that often
certain activities of the competent authorities
cannot be classified in a straightforward
manner whether they fall into one or another
data protection regime.

Case study — this method is used to illustrate
how certain activities that fall into the EU data
protection regime can contribute to protecting
national security.

De lege ferenda — this specific scientific
method is used in the law science to propose
future amendments in the legislation.

I1l. RESULTS

A.  The Concept of National Security under
Bulgarian Law

The Bulgarian law contains a definition of “national
security” in the Management and Operation of the National
Security Protection System Act (MONSPSA) [5] which
reads as follows: “National security is a dynamic state of
society and the state, in which the territorial integrity,
sovereignty and constitutionally established order of the
country are protected, when the democratic functioning of
the institutions and the basic rights and freedoms of the
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citizens are guaranteed, as a result of which the nation
preserves and increases its well-being and develops, as
well as when the country successfully defends its national
interests and realizes its national priorities” (Art. 4(2)).
The Bulgarian legal scholars have emphasized that the term
“national security” in the past has been defined in various
legal acts such as the Protection of Classified Information
Act [6] and the State Agency National Security Act [7]
which reveal “differences in some understandings”, but
“through the law (the MONSPSA — note of the author) a
uniform definition of this concept has already been
adopted” [8]. This is also reaffirmed by the Updated
Strategy for National Security of the Republic of Bulgaria
(the Strategy), which provides that with the adoption of the
MONSPSA, “a uniform legal definition of the concept of
national security has been adopted” (para. 6) [9]. In
addition, the Strategy acknowledges that “the final product
and the real meaning of the concept of “national security”
is the guarantee of human security and the protection of the
freedom and dignity of the citizen, as well as the protection
of sovereignty, territorial integrity and the protection of the
state border” (para. 9) [9].

At the same time, various scholars have examined the
notion of national security both in general [10], [11], [12]
as well as in its different manifestation forms in areas such
as (i) the migrant smuggling [13]; (ii) the importance of
natural resources for the national security [14]; (iii) the
policy of countries neighboring to Bulgaria such as
Republic Turkey [15]; (iv) the internal activities of some
public bodies and their importance for the national security
[16]; (v) the demographic problems [17]; (vi) the
possibility of the national security to be considered as part
of the overriding mandatory provisions in private
international law [18].

These nuances are important, because they outline
different directions in which competent authorities by
exercising their powers can ultimately contribute to
safeguarding the national security.

B. Case Study

The present part is devoted to provision of several
practical examples of activities both falling into the scope
of the EU data protection laws and protecting national
security:

Example: A foreign national — e.g. an undercover agent
— is instructed by his government to hack key information
systems of the Republic of Bulgaria such as the electronic
records of the National Revenue Agency and the Ministry
of Interior. He should instal malware therein which could
result in unlawful extraction, alteration and/or loss of the
contained data, including personal data of hundreds of
thousands of Bulgarian citizens. The purpose is to create
fear and uncertainty among the society, and ultimately — to
destabilise the established state order by compromising the
activity of important state authorities that are vital for the
functioning of the economy and internal security.

In any case, this is an unlawful activity threatening key
elements of the national security enlisted above such as (i)
the constitutionally established order, (ii) the democratic
functioning of the institutions and (iii) the basic rights and
freedoms of the citizens. At the same time, at least the
following authorities may need to be involved to
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investigate and sanction the matter and to protect the rights
of the affected citizens (and by exercising their powers, to
conduct related data processing activities):

Ministry of Interior, the State Agency
“National Security” and  competent
investigators — to investigate the crime;

State Agency “Technical Operations” — to
apply special intelligence means, in case such
are needed for revealing the perpetrator(s);
Prosecutor — to supervise the investigation
during the pre-trial phase of the criminal
proceedings, to decide when there are
sufficient evidence to press charges, which
person(s) to be charged and for what type of
crime(s), to maintains the charge before the
court during the trial phase of the criminal
proceedings;

Criminal court — to consider the case, and if
the charges are proven — to impose criminal
liability;

Competent cybersecurity authorities — to the
extent that the crime constitutes severe
cybersecurity accident;

Ministry of Electronic Government, Ministry
of Defence and Ministry of Finance — to
cooperate to the extent they are competent —
with the above authorities, as the crime could
affect the spheres where they are competent;
State Commission for Protection of the
Information — if classified information is
affected;

The President of the Republic, the Council of
Muinisters and the National Assembly — as key
state authorities, may need to take appropriate
actions to ensure the stability of the state and
the society — depending on their powers;
Commission for Personal Data Protection —
where the affected citizens may file
complaints to seek protection of their data
protection rights and which — as data
protection supervisory authority — should be
competent to evaluate the data protection
implications of the crime, as it constitutes a
data breach under the GDPR (Art, 4, item 12
and Art. 33-34) and the LED (Art. 3, item 11
and Art. 30-31);

Administrative Courts — where the affected
citizens may file claims for monetary
compensation of the damages suffered by the
data breach.

C. Key Takeaways from the Case Study

In the light of the case study, two possible approaches
exist when dealing with data protection in the context of
national security:

A formalistic  (restrictive) approach  which
automatically excludes any activity related to national
security from the scope of the data protection rules. This
approach is supported by the quoted provisions of the TEU,
the GDPR and the LED. Also, Bulgarian Personal Data
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Protection Act (PDPA) contains the restrictive rule that it
does not apply to the processing of personal data for the
purposes of the country’s defense and national security,
unless a special law provides otherwise (Art. 1(5)) [19].

A non-formalistic (realistic) approach — a more
balanced approach which aims to acknowledge that the
notion of national security and the related activities are not
black and white. This approach demonstrates that variety
of data processing activities conducted by the competent
state authorities when exercising their powers contribute on
daily basis to the protection of national security and that the
latter should not be limited solely to intelligence and
counterintelligence activities. Of course, in the last two
scenarios, the data protection rules shall apply with
numerous and reasonable limitations. But it would be
contrary to sense and the spirit of both the definition of
national security and the EU data protection laws to
generally and indiscriminately deny the application of the
data protection rules in contexts such as the above
presented in the case study. The latter, in particular the
GDPR, provide for enhanced data subject’s rights (the
GDPR extended existing data protection rights and added
the new right of data portability [20]) and increased
accountability of the data controllers (such as the public
authorities). The last requirement according to the legal
doctrine is related to the new philosophy of the GDPR and
requires proactive approach from the data controllers with
regard to the data processing activities [21]. Such rules in
any case serve as an additional security for the lawfulness
of the competent authorities’ activities. Also, if the
formalistic approach is followed, this would deny the
affected citizens from the possible tools for redress granted
by the data protection rules (complaint, damage claim, etc.)
which is hardly compatible with the element of national
security guaranteeing the basic rights and freedoms of the
citizens.

The non-formalistic approach is also supported by
several arguments: First, the fact that the prevention,
investigation, detection or prosecution of criminal offences
or the execution of criminal penalties falls within the scope
of EU data protection law, namely the LED. The majority
of the activities enlisted in the case study actually can be
classified as one or more of the above concepts, so the
related data processing should be subject to the rules of the
LED. Second, there are other activities that are borderline,
i.e. that could simultaneously fall into different data
protection regimes or at least where a strict borderline
cannot be drawn — examples of such activity is the border
control where sometimes it is very difficult to distinguish
when a given processing operation related thereto is carried
out for the purpose of combating crime and falls under the
regime of LED when it is purely administrative by its
nature and as such falls under the general regime of GDPR.
As some authors have rightly pointed out, this often leads
to an excessively broad interpretation of the LED, thereby
undermining the application of the GDPR, and they point
to border control, migration and asylum issues in many
Member States as a specific example [22]. Third, some
authors when analyzing the figure of data protection officer
(DPO) have emphasized that the data controller does not
appoint a DPO for each different processing purpose which
means that the controller will be supported by one DPO
(alone or with a team) for all processing purposes [23]. This
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shows that even if the formalistic approach is followed and
certain activities are defined as “strictly” national security-
related, at least certain other data protection activities of
public authorities with powers ultimately safeguarding the
national security (such as the law enforcement agencies,
courts, prosecution etc.) would still be subject to the GDPR
and the LED.

Finally, it should be noted that recently Bulgarian
PDPA has diminished the level of protection of individuals,
as it reversed its approach towards data processing
activities in the context of national security and law
enforcement. In the past, before the amendments in PDPA
from 2019 were made to align the PDPA with the GDPR
and to transpose the LED, the PDPA stated that unless
otherwise provided in a special law, the PDPA also applied
to the processing of personal data for the purposes of: 1. the
defense of the country; 2. national security; 3. the
protection of public order and the fight against crime; 4.
criminal proceedings; 5. the execution of punishments (Art.
1(5) of the PDPA - redaction before February 2019). As
explained above, the current version of Art. 1(5) of the
PDPA reads quite the opposite — the PDPA does not apply
in these areas, unless otherwise provided for by specific
law.

De lege ferenda it could be recommended that the old
wording of the provision before the amendments of
February 2019 is reinstated. This will ensure that the
competent authorities adhere to the high standards of the
GDPR and the LED when processing personal data and
will ensure that the citizens (data subjects) whose personal
data is processed by the said authorities when exercising
their powers enjoy the enhanced level of protection granted
by the said acts. This will also be in line with the historical
traditions of the local data protection legislation, which, as
already mentioned, used to apply to these spheres as well.
In addition, as each Member State is solely responsible for
its national security (as explained by the TEU and the
CJEU), then every Member State is free to determine what
data protection standards to apply to the competent
authorities is these areas and the decision to subdue them
to the rules under the PDPA transposing the LED for data
processing in criminal and punishment context (a term
introduced by some scholars to encompass the detailed
enlisting in LED: prevention, investigation, detection or
prosecution of criminal offences or the execution of
criminal penalties [23]) would not violate any EU laws.

CONCLUSION

In conclusion, the statement that in variety of scenarios
a strict borderline between activities safeguarding the
national security and the EU data protection laws cannot be
made, seems justified. The criminal and punishment
activities of the competent authorities when combating
crime, the activities of the regulators when handling
complaints and signals of the citizens, the activities of the
courts when exercising their judicial powers are only minor
examples of data processing activities subject to EU laws
that contribute to the protection of national security.
Ultimately, such an approach would be in line with the rule
of law and the aim to ensure an additional protection for the
fundamental rights and interests of the individuals and
enhanced accountability of the competent authorities.
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